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Mid Devon District Council
Internet Use Policy 

1. Introduction

1.1.The Internet is a worldwide communications network linking together computer 
networks and many millions of users through public and private 
telecommunications lines. 

1.2.Mid Devon District Council recognises that both email and the Internet are critical 
to the work carried out by Staff and Members. 

1.3.Many of our citizens, partners and suppliers have an expectation that they can deal 
with us through these mediums. 

1.4.The use of the Internet is a key component in central government targets for the 
delivery of the Digital Government Agenda.

1.5.The use of the Internet requires careful management and this policy sets out the 
Council’s responsibilities and activities in regard to this technology. It provides the 
framework and guidance for use rather than detailed operating procedures. 

1.6. This Policy supersedes all previous Internet Policies.

1.7 Other policies, guidance and related documents are published on the Council 
Sharepoint system - Staff and Elected Members are advised to read these. 

 
 Computer Security Policy
 Software Compliance Legalisation Policy
 Data Protection Policy
 Email Use Policy
 Internet Use Policy
 Information Security Policy
 Records Management Policy
 Freedom of Information Policy
 Mobile and Home Working Policy
 Information Security Incident Policy
 Removable Media Policy 

2. Scope

2.1.Because of the open nature and ready availability of the Internet, there are 
potential dangers to the Council. These could arise from malicious intent, 
carelessness, complacency or misuse. Preventing these risks occurring is of 
paramount importance and requires the Council to adopt a policy on the use of the 
Internet.

2.2.This policy is intended to clearly define the conditions of use of the Internet. It 
should be read in conjunction with other Council policies dealing with the use of 



computer systems, software and email which define the responsibilities of all staff 
and Members for security of the computer network and information security. 

2.3.This document will be subject to amendment in response to changing 
circumstances - should this occur, you will be advised accordingly. 

2.4.This policy applies to all Councillors and employees of Mid Devon District Council 
or any other person using Council equipment and/or authorised for Council Internet 
access.  It includes access to WiFi network and personal devices used to connect 
to the WiFi network.  It is essential that standards relating to accessing appropriate 
content and maintaining the good reputation of the Council are adhered to. 

2.5.Unless specifically excluded, references to the Internet should also be taken to 
include the Intranet, electronic Bulletin Boards, online Discussion Forums and any 
other electronic information exchanges.

2.6. In the event of actual or suspected misuse of the Internet service, authorisation 
may be withdrawn from an individual. In addition, action may be taken against an 
employee through the disciplinary process. Councillor breaches will be dealt with 
through the Local Assessment procedure for Members.

2.7. It is not the intention that this document provides an instruction or training in the 
use of the Internet. 

2.8. If you have any queries regarding access to the Internet please contact ICT 
Services on Ext 4994.

3. Policy Statements

3.1.Purpose and Use 

3.1.1. The Internet service is installed expressly for the purpose of supporting the 
Council’s business activities.

3.1.2. The Council is prepared to allow limited personal use of this service to 
employees and members subject to the following conditions:-

 Access can be monitored to measure adequacy of service and to identify 
inappropriate use as defined by this policy. 

 All guidelines (as outlined below) apply to any use of Internet access for 
personal use. 

 Access should only be undertaken in the employee’s own time (i.e you 
must be ‘clocked out’), not when they should be doing their normal work.  
(This line does not apply to Elected Members)

 Under no circumstances should the service be used to operate or support 
a business or private venture. 

 Under no circumstances should the service be used for any purpose that 
may be considered illegal or mischievous. 



 Use of the service in such a way as to threaten the normal operation of the 
Council’s business, or to damage the reputation of the Council, will result 
in action which may range from temporary or permanent withdrawal of 
access, to invoking the disciplinary procedure under the Council’s 
disciplinary procedure (or Local Assessment procedure for Members). 

3.1.3. The Council’s Internet service may not be used for transmitting, retrieving or 
storing any communication of a discriminatory or harassing nature or materials 
that are offensive, obscene, pornographic or sexually explicit. Should there be 
evidence of any abuse of this nature disciplinary procedure will be invoked (or 
Local Assessment procedure for Members).

3.1.4. Users must not use or transmit abusive, profane or offensive language on or 
through the Council’s Internet or email systems. Failure to comply may result in 
disciplinary action being taken (or Local Assessment procedure for Members).

3.1.5. ICT Services use software to monitor and control access to undesirable 
content. 

3.1.6. ICT Services monitor and log access to Internet sites. Details are recorded of 
web sites visited, pages accessed (or attempted), and files downloaded.

3.1.7. No user may use the Council’s Internet facility to deliberately propagate any 
virus, worm, trojan horse, trap-door program, or similar code.

3.1.8. No user may knowingly use the Council’s Internet facilities to disable or 
overload any computer system or network, or to attempt to disable, defeat or 
circumvent any system intended to protect the privacy or security of another 
user.

3.1.9. No user may install additional Internet related software, or change the 
configuration of existing software without the authorisation of ICT Services.  
This sentence only applies to MDDC issued equipment

3.1.10. Where additional authentication and password controls are installed for 
Internet access, users must ensure that these remain confidential and are not 
disclosed to others.

3.1.11. To help prevent unauthorised users gaining access to the Internet, computers 
should not be left logged into the network, or left unattended for any length of 
time.  All mobile devices including personal devices used to access MDDC 
services must have pin numbers or access codes applied.

3.1.12. Service managers must inform Human Resources of any staff movements and 
Human Resources are responsible for passing this information onto ICT 
Services for amendment. 

3.1.13. Accounts will be disabled for any user leaving the Council.  

3.2.Downloading and Uploading Files and Data

3.2.1. No user should download any software from the Internet without first seeking 
approval from ICT Services. This excludes static data or bulletin information.



3.2.2. Any data or software must only be for direct business use. The user is 
responsible for ensuring registration of any necessary licence and informing 
ICT Services of licence compliance. Users should be aware of the law relating 
to the Copyright and Design Patents Act 1998. 

3.2.3. No user may knowingly use the Council’s Internet facility to download or 
distribute pirated software or data.

3.2.4. Internet facilities will not be used to download or play entertainment software or 
games. No video images should be downloaded unless there is an explicit 
business-related use for the material. Users should check with ICT Services.

3.2.5. No user may upload software licensed to the Council or data owned or 
licensed by the Council without explicit authorisation from the Service Manager 
responsible for the software or data and prior consent of ICT Services.

3.2.6. No user may download, copy or transmit to third parties the works of others 
without their permission as this may infringe copyright.

3.2.7. Users should not download screensavers, pictures and wallpapers onto 
Council Computers.

3.3.Virus Protection

3.3.1. The Council uses virus protection software on all networked computers. The 
software is configured to intercept any viruses in email attachments and files 
downloaded from the Internet. The software is updated throughout the day to 
ensure that the most recent detection profiles are available.

3.3.2. Although the software provides assurances, the software should not be a 
substitute for extra vigilance when using the Internet system (see Section 5 
and Appendix 1 - Guidelines).

3.3.3. Users should make themselves aware of the guidance at the end of this policy 
document.

4. Security Principles
4.1. It is essential that this document is used in conjunction with the Council’s 

Information Security Policy, which defines rules for the protection of information 
and the technology used to store and retrieve it. It also defines the relevant 
legislation.

4.2.Key principles of the Security Policy which are relevant to Internet usage include:-

 Any violation of rules and procedures should be reported to ICT Services or 
your relevant Manager. 

 Deliberate or serious violation of the rules and procedures in the policy will 
result in invoking the disciplinary procedure. 



 It is your duty to be aware of your legal responsibilities and to comply with 
the legislation (see Appendix 2).  If you are unsure ask. 

 The Council provides a secure environment. This security framework 
includes a logon-id and password facility. The Council’s ICT Service is 
responsible for the technical management of your account. You are 
responsible for the security provided by your logon-id and password. Only 
you should know your log-on id and password. 

 You should not disclose your log-on id and password to anyone. If you do 
so then the disciplinary procedure may be invoked.

 Access to computer systems is controlled by appropriate levels of security 
and authorisation. Do not leave your computer unattended and logged in. 




